State of Ohio IT Standard ITS-NET-03 Attachment A LAN/WAN Routers

Effective Date: February 04, This standard configuration is subject to change within 12 months of its effective date.
2014 The most current version of this standard configuration (available on the DAS/OIT Web
site) should be obtained when making IT planning or acquisition decisions.
Effective Period: 12 months
LAN/WAN Router Profiles
Type | Router Type Il Router Type Il Router
Category Medium, Large, and Enterprise | Small to Medium Offices High End Routers
Description Offices
Planned Service | 7 years 7 years 7 years
Life
Conforming LAN/WAN Router Models
Type Comparable Cisco Model(s) Comparable HP Models Comparable Juniper
Models
Type | 3945E HP A-MSR30-40 SRX650
3925E SRX550
Type Il 2951 HP A-MSR20-20 SRX240
2911 SRX220
SRX210
Type Il 7604 HP 6802 MX-5, MX-10, MX-40, MX-80,
MX-104, MX240, MX-480,
7606 HP 6804 MX960, MX2010, MX2020,
7609S HP 6808 ACX1100, ACX2100,
ASR1002 HP 6602 ACX4000
ASR1006 HP MSR50
HP MSR30
LAN/WAN Router Required Features
Type | Type ll Type lll
Feature Requirements
Chassis Modular, standard 19-inch rack mountable design
To achieve the maximum life of the router and assure upgradeability while reducing upgrade cost, it
Memory is recommended that the maximum amount of memory be purchased at the time of initial purchase
of the router.
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LAN/WAN Router Required Features

Type | Type ll Type lll
e Minimum of Two GigE Ports (10/100/1000) ¢ Not Required — Modular
Fixed LAN Ports Chassis
¢ VPN Acceleration ¢ VPN Acceleration ¢ VPN Acceleration
Hardware ¢ Digital Signal Processing ¢ Digital Signal Processing e Digital Signal Processing
Expansion e Ethernet Switch Modules o Ethernet Switch Modules e DS3 and Metro Ethernet
Capabilities e DS3 o T-1 modules.
e T-1 ¢ Optical transport modules
¢ 10GigEthernet Modules
o Firewall
o |P Telephony
o Firewall ¢ |IPsec VPN
e |P Telephony e QoS
Software e |Psec VPN . Traﬁig Shaping
Capabilities * QoS . e Trunking
¢ Traffic Shaping o NAT
e Trunking e MPLS
e LISP
¢ VRF Lite
¢ |P Routing
e Support access control lists
e Support the ability to turn off telnet access
e Support encrypted, secure in-band management access using current SSH version
¢ Provide the ability to disable Web-based or GUI configuration features
e Support out-of-band serial RS-232C, or USB Type-A and Type-B ports compatible access to the

Management &
Security

CLI

Support current SNMP version:

0 SNMP support shall include the standard Internet MIB-II current and back level

o0 SNMP read-only and read-write access shall be independently configurable, including
separate community strings and separate access lists (or equivalent) for restricting access by
IP address

Provide the ability to display accurate octet and packet counters per interface, viewable from the

CLI and from SNMP

Allow, via optional configuration parameters, centralized in-band login management for

operators and administrator using either TACACS or RADIUS

Provide text-based CLI accessibility from terminal-emulation software operating on a wide

variety of platforms (including UNIX, Macintosh, and Windows)

Accommodate configuration so it can be uploaded/downloaded to and from an external ASCII

file using standard Internet protocols

Support password recovery procedures for any configurable password

Trivial File Transfer Protocol (TFTP) support

Network Time Protocol (NTP) support

Remote Logging via Syslog

Support Multiprotocol Label Switching (MPLS)

Support Border Gateway Protocol (BGP)
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Supported Standards and Protocols

Standards

Type |, Type Il, Type lll

 IEEE 802.3af — Power over Ethernet (PoE)
* IEEE 802.3ah — Ethernet in the First Mile

* IEEE 802.3x — Full Duplex and Flow Control
 IEEE 802.3i - 10BASE-T specification

* IEEE 802.3u - 100BASE-TX specification

* IEEE 802.3ab - 1000BASE-T specification

* [IEEE 802.3z - 1000BASE-X specification

* RMON | and Il standards

* SNMP v1, v2¢, and v3

RFC Compliance

Type |, Type Il, Type lll

* RFC 768 - UDP

*RFC 783 - TFTP

*RFC 791 -1IP

* RFC 792 - ICMP

*RFC 793 - TCP

* RFC 826 - ARP

* RFC 854 - Telnet

* RFC 951 - Bootstrap Protocol (BOOTP)
*RFC 959 - FTP

* RFC 1112 - IP Multicast and IGMP
* RFC 1157 - SNMP v1

* RFC 1166 - IP Addresses

* RFC 1305 - NTP

* RFC 1492 - TACACS+

* RFC 1493 - Bridge MIB

* RFC 1542 - BOOTP extensions

* RFC 1643 - Ethernet Interface MIB
* RFC 1757 - RMON

* RFC 1901 - SNMP v2C

* RFC 1902-1907 - SNMP v2

* RFC 2068 - HTTP

* RFC 2131 - DHCP

* RFC 2138 - RADIUS

* RFC 2233 - IF MIB v3

* RFC 2474 - Differentiated Services (DiffServ) Precedence
* RFC 2597 - Assured Forwarding

* RFC 2598 - Expedited Forwarding
* RFC 2571 - SNMP Management

* RFC 3046 - DHCP Relay Agent Information Option
* RFC 3376 - IGMP v3
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* RFC 3580 - 802.1X RADIUS

Type |, Type Il, Type lll

* RFC 2328 — Open Shortest Path First (OSPF)

* RFC 2281 — Hot Standby Routing Protocol (HSRP)

* RFC 5798 - Virtual Router Redundancy Protocol (VRRP)

Questions and Published Ohio IT Standards

Questions: Published Standards:

DAS-State-IT-Standards- http://das.ohio.gov/Divisions/InformationTechnology/StateofOhiol TStandards.aspx
Manager@das.ohio.gov
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